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ad || Cov(adr,) V(&)

Functions of disclosed params
* Bias correct simulated params:

{édp, Efdp} = BiasCorrect [édp, &dp]

Standard error: Standard deviation of 09 over simulations

* Bias correction: reduces bias and variance
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Similar Empirical Results, Larger Cls
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* A scientific statement: not necessarily correct, but must have:
* known statistical properties & valid uncertainty estimates
* Proposed algorithm
° Generic: almost any statistical method or quantity of interest
* Statistically unbiased, lower variance
* Valid uncertainty estimates,Computationally efficient
* Solves political problems technologically

* Community based, Open Source Software: OpenDP.org
* Lots of options, research in progress:

(? ® ®
T Ly,

Survey Respondent Device Server Researchers
The Algorithm in Practice 17/18.



Articles, software, slides, videos: GaryKing.org/privacy

The Algorithm in Practice 18/18



Articles, software, slides, videos: GaryKing.org/privacy

* Georgina Evans, Gary King, Margaret Schwenzfeier, and
Abhradeep Thakurta. “Statistically Valid Inferences from
Privacy Protected Data” American Political Science Review

The Algorithm in Practice

18/18



Articles, software, slides, videos: GaryKing.org/privacy

* Georgina Evans, Gary King, Margaret Schwenzfeier, and
Abhradeep Thakurta. “Statistically Valid Inferences from
Privacy Protected Data” American Political Science Review

* Georgina Evans, Gary King, Adam D. Smith, Abhradeep
Thakurta. “Differentially Private Survey Research” American
Journal of Political Science

The Algorithm in Practice 18/18



Articles, software, slides, videos: GaryKing.org/privacy

* Georgina Evans, Gary King, Margaret Schwenzfeier, and
Abhradeep Thakurta. “Statistically Valid Inferences from
Privacy Protected Data” American Political Science Review

* Georgina Evans, Gary King, Adam D. Smith, Abhradeep
Thakurta. “Differentially Private Survey Research” American
Journal of Political Science

 Georgina Evans, Gary King. “Statistically Valid Inferences from
Differentially Private Data Releases, with Application to the
Facebook URLs Dataset” Political Analysis

The Algorithm in Practice 18/18.



Appendix

19/18 .



Properties of Differential Privacy

20/18



Properties of Differential Privacy

* Post-processing: if M(s, D) is DP, so is f[M(s, D)|

20/18



Properties of Differential Privacy

* Post-processing: if M(s, D) is DP, so is f[M(s, D)|
* Useful for bias corrections

20/18



Properties of Differential Privacy

* Post-processing: if M(s, D) is DP, so is f[M(s, D)|
» Useful for bias corrections

* Privacy risk quantified (g), instead of 0/1 for re-ID

20/18



Properties of Differential Privacy

* Post-processing: if M(s, D) is DP, so is f[M(s, D)|
* Useful for bias corrections
* Privacy risk quantified (g), instead of 0/1 for re-ID
* Helpful mathematically; insufficient in applications

20/18



Properties of Differential Privacy

* Post-processing: if M(s, D) is DP, so is f[M(s, D)|
* Useful for bias corrections
* Privacy risk quantified (g), instead of 0/1 for re-ID
* Helpful mathematically; insufficient in applications

* Real privacy loss « maximum privacy loss

20/18



Properties of Differential Privacy

* Post-processing: if M(s, D) is DP, so is f[M(s, D)|

* Useful for bias corrections
* Privacy risk quantified (g), instead of 0/1 for re-ID

* Helpful mathematically; insufficient in applications
* Real privacy loss « maximum privacy loss

* OK for worst case scenerio; unhelpful in practice

20/18



Properties of Differential Privacy

* Post-processing: if M(s, D) is DP, so is f[M(s, D)|

* Useful for bias corrections
* Privacy risk quantified (g), instead of 0/1 for re-ID

* Helpful mathematically; insufficient in applications
* Real privacy loss « maximum privacy loss

* OK for worst case scenerio; unhelpful in practice

* Privacy Budget

20/18



Properties of Differential Privacy

* Post-processing: if M(s, D) is DP, so is f[M(s, D)|
* Useful for bias corrections
* Privacy risk quantified (g), instead of 0/1 for re-ID
* Helpful mathematically; insufficient in applications
* Real privacy loss « maximum privacy loss
* OK for worst case scenerio; unhelpful in practice
* Privacy Budget
* Composition: €;-DP and €,-DP is (& + €,)-DP

20/18



Properties of Differential Privacy

* Post-processing: if M(s, D) is DP, so is f[M(s, D)|
* Useful for bias corrections
* Privacy risk quantified (g), instead of 0/1 for re-ID
* Helpful mathematically; insufficient in applications
* Real privacy loss « maximum privacy loss
* OK for worst case scenerio; unhelpful in practice
* Privacy Budget
* Composition: €;-DP and €,-DP is (& + €,)-DP
* Can limit maximum risks across analyses & researchers

20/18



Properties of Differential Privacy

* Post-processing: if M(s, D) is DP, so is f[M(s, D)|
* Useful for bias corrections
* Privacy risk quantified (g), instead of 0/1 for re-ID
* Helpful mathematically; insufficient in applications
* Real privacy loss « maximum privacy loss
* OK for worst case scenerio; unhelpful in practice
* Privacy Budget
* Composition: €;-DP and €,-DP is (& + €,)-DP
* Can limit maximum risks across analyses & researchers
* When the budget is used, no new analyses can ever be run
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