12 August, 2021

Dr. Ron Jarmin

Acting Director

United States Census Bureau
4600 Silver Hill Road
Washington DC 20233

By Email: ron.s.jarmin@census.gov

Cc: Dr. John Abowd, Chief Scientist and Associate Director for Research and Methodology
Cc: Mr. James Whitehorne, Chief of the Census Redistricting and Voting Rights Data Office

Re: Request for release of “noisy measurements file” by September 30 along with
redistricting data products

Dear Dr. Jarmin,

We write to ask you to publicly release, by September 30, the pre-post-processed data, i.e.,
what the Census Bureau calls the “noisy measurements dataset,” on which the redistricting (PL
94-171) data are based.

Federal law requires that census results be released in ways that people’s individual answers to
the census takers are kept private. The Census Bureau itself has shown that the method it used
in 2010 to protect privacy, known as swapping, is vulnerable to technical advances in data
reconstruction science and is no longer protective.! In fact, swapping also secretly introduced
biases which may even have led to the misallocation of federal funds, the drawing of unfair
redistricting lines, or incorrect scholarly conclusions about the American public or public policy.?
These biases have never been publicly quantified because of the nature of the disclosure
avoidance system then in place and the secrecy of the techniques. This made it impossible for
Census data users to learn about the biases, correct the data, or derive appropriate uncertainty
estimates. Instead, most users merely made believe no biases existed.

It's therefore essential for the 2020 Census data to be released in a way that protects the public
from biased conclusions about the American population, while also protecting every individual’s
private information: As privacy threats increase, the Bureau is required to respond with
improved privacy protection methods. And indeed, the Bureau has made remarkable progress.

Examination of demonstration data produced by the Census Bureau’s new TopDown algorithm
reveals several new biases for certain quantities of interest, such as the apparent “transfer” of

! United States Census Bureau, The Census Bureau’s Simulated Reconstruction-Abetted Re-
identification Attack on the 2010 Census (May 7, 2021),
https://www.census.gov/data/academy/webinars/2021/disclosure-avoidance-series/simulated-
reconstruction-abetted-re-identification-attack-on-the-2010-census.html.

2 Michael Hawes and Rolando A. Rodriguez, Determining the Privacy-loss Budget (May 25,
2021), https://wwwz2.census.gov/about/partners/cac/sac/meetings/2021-05/presentation-
research-on-alternatives-to-differential-privacy.pdf?



population from urban to rural areas.® This could cause problems for those engaged in
redistricting, who seek to draw accurate conclusions about the characteristics of the people in
newly drawn ward or district.

Can valid conclusions about fair redistricting, the allocation of federal funds, minority
representation in different localities, and all the other uses of Census data be drawn from the
data file the Census Bureau plans to release? Yes, because differential privacy, unlike
swapping, permits us to make bias corrections and thus draw accurate conclusions. However,
with only the dataset the Census Bureau is currently planning to release, it will take
considerable statistical effort and expertise to measure and correct for all the biases. Can such
conclusions be drawn faster and more easily from another data file the Census Bureau is
creating with the identical privacy protections but is not currently planned for release?
Absolutely.

In order to protect privacy, the TopDown algorithm first creates what it calls the “noisy
measurements” datafile by adding carefully calibrated random noise to provide mathematical
guarantees of privacy for all people in the country. The result is a datafile that lists some census
blocks with some populations that are slightly too small (and some even negative) and others
slightly too large. The TopDown algorithm then adjusts the noisy measurements file into a
second, “post-processed” dataset. Although this post-processing is quite helpful for some
purposes, it introduces biases that are difficult to correct for others.

Fortunately, making available the noisy measurements file is an easy solution and the key to
ensuring that analysts can easily use the data appropriately. Without compromising privacy,
release of that file will allow analysts to correct for all biases (with straightforward statistical
methods easy to make available to all) and to offer accurate margins of error. Map drawers who
want to gerrymander may, frustratingly, still be able to do so.* More importantly, all participants
will be able to evaluate the racial and partisan impact of any proposed redistricting plan, and
compute any other quantity required for governance or scholarly research — something
swapping does not permit — without violating anyone’s privacy.

The simple act of making public the “noisy measurements” datafile, which the Census Bureau
already produces as a key step in its algorithm, might then be the rare situation where all parties
can agree. Trust is important for ensuring participation in all future censuses, and confidentiality
of responses is essential to maintaining trust. Accuracy of conclusions drawn from census data
is just as essential.

There is no legal, statistical, or privacy obstacle to the Census Bureau releasing the noisy
measurements. It is time to help users stop pretending there is no noise, and to empower them
to address uncertainty in data — whether from disclosure avoidance or any other source — with
mathematical rigor. Privacy is a first step on this path. We just need the Census Bureau to
release these measurements.

Please feel free to contact Cynthia Dwork, Gary King, or Ruth Greenwood to discuss these
issues in more detail.

Sincerely

® Mexican American Legal Defense and Education Fund and Asian Americans Advancing
Justice, Preliminary Report: Impact of Differential Privacy & the 2020 Census on Latinos, Asian
Americans and Redistricting (Apr. 2021), https://www.maldef.org/wp-
content/uploads/2021/04/FINAL-MALDEF-AAJC-Differential-Privacy-Preliminary-Report-
4.5.2021-1.pdf.

* See Rucho v. Common Cause, 139 S. Ct. 2484 (2019).
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